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Security Research & CTF
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Programming Languages 03
e Python e Windows
o C e Linux (Ubuntu, Kali, CentOS)
e JavaScript e Android

Backend/Infra Security Tools
e Node.js(Lambda), APl Gateway e Burp Suite
e MySQL, DynamoDB e OWASP ZAP
e AWS S3 e Wireshark

DevOps Reverse Engineering
e Docker e GDB(pwndbg)
e Git e IDA
e Vscode e Ghidra

e pwntools
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PROJECT LINKS

Browser Runtime Security System / H2l X HE}Q] ]2 i e| BHX| A|AE
e GitHub: https://github.com/Jamongseed/browser-runtime-security
e Notion: https://ahead-krypton-19d.notion.site/Browser Runtime Security-2e344e52b3b3809bbf6df283dde335¢c4

Vulnerability Fingerprinting & CVE Mapping System / ZE 7|t ¥|2H 2M 81 CVE 4™ XIS O{T! A|AE
e GitHub: https://github.com/Jamongseed/SemiProject-PortScanASM
e Notion: https://ahead-krypton-19d.notion.site/2b444e52b3b3802dbd3ac44df9fldadO

DarkWeb Threat Intelligence Automation System / C}3 ¢l 7|4t ]gd CI”IZ|MA KT 7 -2M A|AH]
e GitHub: https://github.com/Jamongseed/SemiProject-DarkwebOSINT
e Notion: https://ahead-krypton-19d.notion.site/DarkWebOSINT-Project-2c044e52b3b3807ab68eed41ce3a6266f

Mobile Malware Dynamic Analysis / 2HIY etHIAE SH EM XS} A|AH
e GitHub: https://github.com/Jamongseed/SemiProject-MobSFAnalysis
e Notion: https://ahead-krypton-19d.notion.site/MobSF-2a644e52b3b380419¢cb5d20d6b0b6e41
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Browser Runtime Security System
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O
mM

Client

User browses wabsites

Browser Sensor (Chrome Extension)

<>

Script Injection Detector

Detects injected scripts and XS5 patterns

Q

Frame Clickjacking / Ul Hijack Detector

Detects invisible overlays/iframes and click hijacking

o®

Network / XHR Monitor

Hooks XHR to capture suspicious request/response

AN

Local Risk & Alert Ul

Dizplays immediate warning inside the browser

O,
—

&

Visited Website

Mormal or Malicious webpage
(test via PoC Hub)

Analysis Core

o

Event Ingest APl (AP| Gateway)

Receives event logs from browser sensors

4

Rule-based Analyzer (Lambda)

Applies lightweight rules to classify threats

O

Al Scoring System (GPT)

Enhances events with Al Prompt

B

Event Store (DynamoDB)

Stores raw and processed threat events

Visualization

®

Event Timeline View

Displays chronological threat events

Risk Overview & Charts

Visualizes risk levels and detection trends

H

Suspicious Domains Ranking

Ranks domains based on threat frequency

B

Detailed Analyzer & Export

Provides per-domain detail and export options
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O|= SllZ5}1| {6 SMBE per-serviceTl OtL|2t M= (global) € HE &2/, AMH|A 2IAEE T[HICZ SMB (=1 T
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=== TTP Suggestions === r,._ . )
- [HIGH CVE] ftp on port 21 — CVE-2011-2523 (score=16.0) n -
[HIGH CVE] ssh on port 22 - CVE-2014-6271 (score=10.8) S E}(plolt DB Onllne LODkUp
[HIGH CVE] telnet on port 23 — CVE-2000-0166 (score=10.0)
[HIGH CVE] domain on port 53 — CVE-2008-0122 (score=10.0)
[HIGH CVE] rpcbind on port 111 — CVE-1999-0213 (score=10.0)
[HIGH CVE] netbios-ssn on port 139 — (CVE-2003-8085 (score=10.0)
[HIGH CVE] netbios-ssn on port 445 — CVE-2003-0085 (score=16.0)
[WEB] Apache + Tomcat +Z£ ZX|. - /manager, /host-manager, C|Z i g . edb ic title date serifie

Search Exploit-DB

[WEB] Tomcat + AJP(ajp13) =Y &X|. —»paip IIY E& / Ghostcat A E
=ol HAE Ab A7 =& _ycery O Al
[We] IH2t0jE F HAEOWAM 49 A& 07 L& E —»ss11 2|4 . 39887 Sun Secure Global Desktop and Oracle Global Desktop 4.61.915 - Command Injection (She

=== Attack TODO ===

[FTP] 21/tcp vsftpd 2.3.4 - CVE-2011-2523 backdoor EH|AE (X E s200/tcp2 HE T AMT).

[CVE] ssh 22/tcp — CVE-2014-6271 (score=10.8) 28 exploit 2 A =Ql.

[CVE] telnet 23/tcp — CVE-2000-0166 (score=10.0) & exploit A %" . 34900 Apache mod_cgi - 'Shellshock' Remote Command Injection

[CVE] domain 53/tcp — CVE-2008-0122 (score=10.8) & exploit M =2,

[CVE] rpcbind 111/tcp — CVE-1999-0213 (score=10.0) && exploit A

[CVE] netbios-ssn 139/tcp — CVE-2003-0085 (score=10.0) & exploit 2 .

CVE] netbios-ssn 445/tcp — CVE-2003-0085 (score=10.0) £tH exploit & . . . .

[CVE] e {H,JEI)!EQE T AF Gh:)ﬂtiatfﬂl'% %% Dot AIPE, 34860 GNU bash 4.3.11 - Environment Variable dhclient
ssTr 2| mtctOjE{off CHai RES ATZE payload EHE I rce M HE.

39568 Cisco UCS Manager 2.1(1b) - Remote Command Injection (Shellshock)

36933 dhclient 4.1 - Bash Environment Variable Command Injection (Shellshock)

A 2| Exploit-DB B HEZ 7}
Ruby DRb RMI (Ruby 1.8; path fusr/lib/ruby/1.8/drb) Open EDB-39887: Sun Secure Global Desktop and Oracle Global Desktop 4.61.915 - Command Injection
cached suggestions: (Shellshock)
drb 1.8
drb
drb 1.8 Open EDB-39568: Cisco UCS Manager 2.1(1b) - Remote Command Injection (Shellshock)

ruby 1.8 drb
ruby remote method invocation

Open EDB-34900: Apache mod_cgi - 'Shellshock' Remote Command Injection

Scan Meta
Started : 2025-12-08T03:50:16
Finished: 2025-12-08T03:50:28

Duration: 11.56 sec View on NVD Official
Cmd nmap -sT -sV -Pn -p- --min-rate 1000 192.168.96.133
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Security Insight: 347 20 Ahefof ChEt EI2EE 01 @ oF2lLr
Executive Summary © Vulnerability Main Themes @ —— ot
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Total Vulnerabilities (3) Critical Risks (3) AFE 70|C G A & - L t“:
L = = Rt lm
of MM2 AEI K| F2 FOHH 79SS A O RUFLICH BLM B0
Exploitable (%) Avg CVSS () & 7 el EH SA T #A 2Lt

48 6.0

which (201) cause (188)

denial (175) through (164)
cvss 4o epss(2 €58 HYT HAY AHEE H0iSLICt (cvss T EPSS * 100)

function (93) local (93)

server [135) execute (106)

Risk Matrix @ Real Risk Assessment @
crash(88)  file (36)
& ®  Critical - E - Critical
Dashboard Calendar Statistics Comparison Deep Analysis Remediation FAQ ! = High =t High
. b Medium @ = Medium
. . Low b * Low
Interactive Analysis @ A g .
& ) . & L] L ) 1 N
CVE NAM —— = = = = — E
i e g E & i a
CVE-2011-2523 ftp (vsftpd 2.3.4) Critical 10 0.9427  2025-09-29 l . 4 & 1 . 8
v ’ l'.a g of | Il--j le.d b . |
CVE-2011-2189 ftp (vsftpd 2.3.4) High 7.8 0.0725  2025-02-23
i SCORE g OF
Deep Vulnerability Analysis o Remediation Status Overview
Select Vulnerability
CVE-2014-6278 v CVE-2001.0863 _ g ! ® Open
EVE-2001-01 e & v
CVE-2014-6278 o 8 O :
S oo . R ®
Product: ssh (OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)) | Port: 22 i e ® 8
A !
a 5 %° O

GNU Bash through 4.3 bash43-026 does not properly parse function definitions in the values of environment
variables, which allows remote attackers to execute arbitrary commands via a crafted environment, as

demonstrated by vectors involving the ForceCommand feature in OpenSSH sshd, the mod_cgi and mod_cgid o o, S5, o S Yy P . Oy O P Y %, R, My A
modules in the Apache HTTP Server, scripts executed by unspecified DHCP clients, and other situations in which Mo, Penge W, Posyy " e Pocy, 2, sy Mtk Vi, sy o, Ty
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DarkWebOSINTProject Architecture

é% ransomware.live (Clearnet)
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Coinbase Cartel (HTML Parsing)

v
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v
Crawling Scripts CSV Storage Interactive Dashboard
Ransomware || DragonForce | Coinbase : hed  UNIFIED CSV FILES
Live Data Crawling CSV Upload
Crawler Crawler ransomware_live_unified.csv

= dragonforce_unified.csv CSV Data upload

coinbase_unified.csv

a script.py Async Runner B *log — - s \;/ T .
¢ 7 Optional Enrichment .
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Pay

Dashboard

[goormPay] HSttHS £ BEQF HEl S QLY

il = 2d tiY: Ttz

ChE QIEdE: b2z /ZHEE 52 22 gis
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goormAWS Dashboard
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admin 010-1234-8888 NO Lock

Test1 010-1234-7777 YES Unlock

DarkwebOSINT Alert 5

A Keyword match
Source: mock_leak = Term: dom-for-test-darkweb-osint.vercel.app
Preview

{'source': 'mock_leak.test', "record_type': ‘wvictim',
"id':
"https://waw.mock_leak.test/id/c5291a54fc008bbe04/dcOba’
, 'company': ‘goormAWS', ‘website': "https://dom-for-

test-darkweb-osint.vercel.app/"'}

L=95 14

* Leak detected

* Leak detected

Source: mock_leak Source: mock_leak

¥ Phones
0101234-7771

Tokens
AKIAUQAL 3IKFHXSIKOQGH

Company Website

goormAWS
Details

Company
goormAWS

Details

File

outputs/mock_unified.csv

File

outputs/mock_unified.csv
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MobSF Project Architecture
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(
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(main.py)

L

APK Preprocessing
(smali-decrypted/code.py)

* APK Decryption
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/ Emulator
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VT Analysis (family_malwarel.py)

* SHA256 Lookup
¢ Threat Label Extraction
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\’ VirusTotéD "'"l Threat Report
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